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INTRODUCTION

This thesis develops an 10T smart system for integrating devices and sensors, such as
air quality , temperature sensors, etc as well as control systems such as lights, gates,
fire systems, etc. within a large network. The aim of this thesis is to evaluate the range
and data accuracy across various nodes within Bluetooth network.

Challenges:

UlData Accuracy and Reliability:

+ Sending sensor data over long distances can lead to incorrect data delivery.

LIReal-Time Data Processing:
+ Delays in data transmission and processing can hinder timely alerting and response actions.

+High volumes of data from numerous sensors require robust and efficient processing systems.

LIScalability Issues:

- Expanding monitoring systems to cover larger or more varied areas can be technically and
financially challenging.

 Integrating new sensors or expanding network coverage often requires significant system
reconfiguration.

UPower Management:

» Remote sensors and devices often have limited power sources, requiring efficient power
management to ensure continuous operation.

+ Energy consumption becomes a critical issue as the network of sensors expands.
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OBJECTIVES

Create a BLE Mesh Network:

Design and implement a robust BLE mesh network specifically tailored
for environmental monitoring using nRF52 semiconductors
microcontrollers.

Ensure Data Reliability
Monitor and record the forwarding of messages by each relay node to
adjacent nodes within the network.

Optimize Network Performance:

Enhance scalability and power efficiency to ensure the network can
handle increasing loads with minimal energy consumption.

Test and Validate the System:

Conduct comprehensive testing in real-world environments to validate
the performance and effectiveness of the BLE mesh network.




SOLUTION

Development of a BLE Mesh Network: Suitable specifically for monitoring,
alerting and control, leveraging the unique properties of Bluetooth Low
Energy technology.

Scalability:

* Supports up to 32,767 nodes /sensors within the network.
* Ideal for complex and extensive environmental monitoring systems.

Reliability

* Data can be relayed across multiple paths, enhancing the network's robustness and reducing the risk of
data loss.

Energy Efficiency:

* Optimized for minimal power usage, significantly prolonging battery life in deployed sensor devices.
* Reduces maintenance frequency and operational costs.

Wide Area Coverage:

* Capable of covering large geographical areas.
* Ensures comprehensive environmental data collection across diverse locations.



WHAT IS BLUETOOTH MESH ?

Bluetooth mesh is a network protocol designed for creating large-scale device networks.
It is ideal for building automation, sensor networks, and other 10T (Internet of Things)
solutions where hundreds or thousands of devices need to reliably and securely
communicate with one another.

DIFFERENCES.

» Bluetooth classic
» exchange data over short distances using radio waves 2.4GHz (10 meters
range).
» Topology : point-to-point or at best star

« BLE
« Compared to Classic Bluetooth, Bluetooth Low Energy is intended to provide
considerably reduced power consumption and cost while maintaining a similar
communication range. (10-meter range).
« Topology: point-to-point or at best star

« BLE mesh
* is a protocol build on BLE stack to connect and communicate in mesh network
(The more nodes in network, more range).
» Topology : flooded mesh
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FEATURES AND ROLES

= Relay Node

Enables a node to relay messages over the advertising
bearer.

= Low Power Node (LPN)

conserves energy by allowing devices to sleep, waking

only to check for messages with a Friend node.
* Friend Node

will listen for any messages that are relayed in the
network and intended for an associated Low-Power
Node.

= Proxy Node

The Proxy feature allows a node to relay messages

between the GATT (General ATTribute) and advertising
bearers.

Provisioner

is a device that add unprovisoned nodes in the network

Smartphone
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0 Node

R Node w/ Relay Feature

P Node w/ Proxy Feature

[PN Node w/ Low Power Node Feature
P Nodew/ Friend Feature




RELAYING

Relay devices retransmit messages
Maximum of 127 hops
Enough to relay across an enormous physical area

Managed flooding
Retransmit the message to all other devices in range
All packets include a time-to-live (TTL)
Message cache to reduce overhead



o Unprovisioned
Provisioner )
Device

PROVISIONING e B =
[<— Provisioning Capabilities — | Capabilites
Provisioning Start ——> 7]
[<— Provisioning Start ACK —
— Provisioning Public Key —» .
.. . T . . Exchanging
Provision is the process of providing new devices in the Bluetooth mesh e— Provisioning Public Key - Public Keys
. . . .. (No OOB)
network with the information they need to join a network. To become a node
and participate in the Bluetooth mesh communication, each device must be Calcutete Calculate
provisioned. Provision following two roles: i
— Provisioning Confirmation —> ]
» The provisioner represents the network owner, and is responsible for e Provisioning Confirmation —
adding new nodes to the mesh network. Provisioning Random ——>
« The provisionee is the device that gets added to the network through the [ o Check l Authentication
.. . « n . onfirmation — No OOB
Provisioning process. Before the provisioning process starts, the & Confirmation
provisionee is an unprovisioned device. «— Provisioning Random
Check
Confirmation
Provisioning Data ——>f 7]
[<— Provisioning Complete
— Provisioning Complete ACK —> | Distribution of
provisioning Data
Device
Provisioned




SECURITY

Network layer

- Every packet is encrypted and
authenticated

= Sequence numbers to avoid replay
attacks

= Man-in-the middle protection

- Protection against trash-can
attacks

= Security keys are refreshed on
regular basis

Access layer

= Separation into network keys,
application keys and device keys.



ENCRYPTED DATA

Fle B8t View Go Coplure Andye Ststibs Teephony Wides Toos Hep

8 oA Seiffer or Biuetooth LE COM14
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Ra_H

DECRYPTED DATA

Ne. Time
2297 2024-65-21 15:36:21.963838
2293 2024-65-21 16:36:21,86322
229 2024-65-21 16:36:21,063618
2295 2024-85-21 153621090527
2295 2024-85-21 15:36:21.651313
2357 2024-85-21 15:36:21.851639
2381 2624-85-21 16:36:21. 11478
2382 2024-85-21 15:36:21, 115178
2303 2024-85-21 16:36:21. 115555
3826 2024-85-21 16:36:23. 508642

4436 2004-85-21 16:36:33.152650 4.646

4448 2034-85-21 16:36:33. 179535
4451 2024-65-21 15:36:33. 179953
4442 2024-65-21 16:36:33,188572
4486 2024-65-21 16:36:33,209063
4447 2024-65-21 16:36:33, 208481
4445 2024-85-21 15:36:33. 205900
4558 2024-85-21 16:36:34.163345
455 2024-85-21 16:36:34.163753
4628 2024-85-21 15:36:34.155588
4621 2024-85-21 15:36:34.155950
5827 2024-85-21 15:36:36.583293
5828 2024-85-21 15:36:36.616498
5635 2034-85-21 15:36:36.616988
5836 2024-65-21 15:36:36.617326
5214 2024-65-21 15:36:37. 582498
5227 2024-65-21 16:36:37.606338
5228 2024-65-21 16:36:37 687357
5229 2024-65-21 16:36:37.687775
5355 2024-85-21 15:36:33. 555585
5357 2024-85-21 16:36:38.567505
5368 2024-85-21 16:36:38.567722
5378 2624-85-21 15:36:38.523985
5379 2024-85-21 15:36:38.583583
5358 2024-85-21 16:36:33.523922
5388 2024-85-21 16:36:33. 619983
5385 2034-85-21 16:36:38. 619421
5386 2024-65-21 15:36:38.619839

Deéta Sounce Destination Protocol Length Info v Frase 25885:

BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh
BT tesh

0.008419 23:
0.000415 23:1c:0%
8.959111 39:49:10:97:76:62 Broadcast BT Mesh
8000415 33:45:10:87 75262 Broadcast BT Mesh
0000417 30:40:18:97:76:62 Broadcast BT Mesh

11933 2024-85-21 1633751418315 35485476 Apple 341:83  Broadcast BT Mesh

26985 2824-85-21 16:36:01,422322 47, 317867 45

36120128 Brosdeast 57 besh

25020 2824-95-21 16:36:25,916835 24,466515 67:9¢:£5:79:89:e1 Broadaast

25620 28248521 16:36:29.350936
25621 2824-95-21 16:38:29 351358
25620 20248521 16:38:28.381772
25985 28248521 38396429
25985 20249521 16:38:30.396847
25587 20249521 16:38:30.397266
25814 20248521 16:38:38.422752
25815 2824-85-21 16:36:38.413171
25816 2824-85-21 16:36:38.423588
25587 2624-85-21 16:36:31.375860
25988 2824-85-21 16:36:31,376279
25992 224-95-21 16:36:31.399911
25993 2024-95-21 16:36:31,460330
25594 20248521 16:36:31.469728
25595 20248521 16:38:31.422428
25599 20248521 16:38:31.422847
26009 20249501 16:38:31.423265
26158 20249521 16:38:32.336958
26159 20248521 16:38:32. 347576
26168 20248521 16:38:30. 387798

3470101 18

0000410 39
8.825435 30
0.088419 38

98:77:95:7d Broadcast BT besh
0.080419 1c:73:56:77:95:7d Broadcast BT Mesh

98:77:95:7d Broadcast BT Mesh
0009419 1c:F3:56:77:95:7d Broadcast BT Mesh
0.000415 1c:F3:58:77:95:7d Broadcast BT Mesh
8821689 Lc:F3:58:47:95:74 Broadcast BT Mesh

3159 2034-85-21 16:39:05.489513 33161719 Apple 34:1b:83  Broadcast BT Mesh
33695 2004-95-21 16:39:17. 285655 11.796142 Apple 33:1b:43  Broadcast BT Mesh

Section nusber: 1

AN ONCON_ D UTC arrival Tine: Fay 21, 2024 13:38:30.396429000 UTC
Tize: 1716236710, 395420000
©.000000868 seconds]

54 AN _MONCOm_DID
S AV MONCOM_TID ¥ Interface id: 8 (C0P14-4.2)

S+ ADV_HONCON_THD Tnterface name: COML4-4.3

St ADV_MONCO_TND Tnterface description: nRF Sniffer for Bluetooth LE COM4

S& AV HONCONN_THD Encapsulation type: nRF Sniffer for Bluetooth LE (155)

52 2N NONCONN_TND Arrival Tise: May 21, 2824 16:38:38.396429000 FLE Daylight Time
s

s

s

55 ADv_DWD¥alforsed Packet]
S8 ADV_NONCON_ DD B [Time delta from previous displayed frane: 1.814657008 seconds]
S8 ADN_MONCON_TND [Time since reference or first frame: 138.398467000 seconds]
58 SON_HONCOM_DID Frane Musber: 25805

58 AN_MONCOM_DID Frase Length: 55 bytes (462 bits)

S8 ADN_MONCON_TND Capture Length: 58 bytes (254

58 ADN_MONCON_THD [Frane is marked: False]

58 ADV_HONCONN_THD Frame is igrored: False]

<3 ADV MOHCOM TID Protocols in frase: nordic_blesbtle:brcomson:hteesh]
55 ADN_OHCOM_DID v n&F Sniffer for Bluetooth LE

S8 ADN_WOHCOM_DID Board: 12

58 ADV_NONCON_TND s Hesder Versice: 3, Packet counter: 26015

S8 ADN_WONCOM_DID
58 ADN_MONCOM_DID
58 ADN_MOHCO_DD
58 AN _MONCOM_DID
58 AN _MONCOM_DID
58 ADN_MONCOM_DID
56 AN _JONCOM_DD
56 AN _JONCOM_DD
S5 AN _HOHCOM_DID
55 ADN_OHCOM_DID
S8 AD_WOHCOM_DID
S8 ADN_WOHCOM_DID
S8 ADN_WOHCOM_DID
58 ADN_MONCOM_DID
58 ADN_MONCOM_DID

RS
Event counter:
Timestan: 2502951465
[Packet tine (start to end): 336us]
[Delta tise (end to stert): 1925us]
[Delta tise (start to sta

 Bluetooth Low Energy Link Layer
Bccess Adiress: @ageasbeds

™ Packet Headers 952042 (PDU Type: AOW_NOWCOMY_IND, Txiad: Random)
ea10

Advertising Address: 39
~ Avertising Data
v Mesh hessage
Length: 75
Type: Pesh Message (@a2a)
G exazibal
~ Bluctooth Hesh
™ Metwork POU
[ RS . )
181 6816 - NID: 82
Obfuscated: 32270574abeT
Encrypted data and NetIC: adalBbbs26Fabd1 e t15T910FoT3e0404

:bg:d5: ce:d1)
49 AV_DD[Felformed
58 ADV_MONCOM_TID
58 ADV_MONCOM_TID
53 ADN_MOHCOM_TID
58 ADV_MONCONN_DID
58 ADN_MONCOM_TD
58 ADN_MONCOM_TD
58 ADV_MOHCOM_THD
58 ADV_MOHCOM_THD
58 ADV_MOHCOM_THD
58 ADN_MOHCOM_THD
58 ADV_MOHCOM_TND
58 ADV_MOHCOM_TND
56 ADV_HONCON_TND
58 ADV_MONCOM_TID
53 ADV_MOHCOM_TD
53 ADV_MOHCOM_TD
58 ADN_MOHCOM_TD
58 ADN_MONCOM_TD
58 ADV_MOHCOM_THD
58 ADV_MOHCOM_THD
43 ADV_DN0¥slformed Packet]

177 4V_D0

B bytes on wire (464 bits), B bytes captured (468 bits) on interface (OM4-4.2, id @

9812 83 db be 89 6c %2 20 d1 cc @5 b6 98 39 I 2a 52

@ 7 Length (btcommen.ci_ad.entryJength, 1 byte

Packets 3T63¢ - Displayest 63 025)

Desivion Froced Lengih ko
58 Geseric 0ol Set Unacknoded)
55 40 SR D0

ic 0n0ff Set Unacknowled;
L)

BRI
B

26568 B4

53 Generic 0T St Unacknowles
53 Generic O0n0°F St nachnonles
53 Generic 0T St nacknowles

WAL
LT

58 Gereric 0o0fF Set Inocknowleds
58 AN JORCOHS D0
ic OolfF Set Inocknoxdes

seric 00fF Set Inacknowledy

53 Generic 0T St lnacknowles

53 Generic O0n0°F St nachnonles
W

0.896413 13:F6:15:05:44:85 Srcadcast BT Mesh
adeast B fesh
AL
E TR
AL 26T
AL 066
:96.159056

WAL 1504
L9815

HRAILBEE
HALLTHE

15b:8d:8:7F Srcedast 67 hesh
A7:65 Srcadcast BT Fesh
:i4ibd roadcast 87 Fesh
16315240 Sroadeast BT Pesh

00450 57
:42:3. 33830 19,5458 .

49 AN JORCOMN D] Halforned Facket: Length of cantined iten exceeds length of containing iten]

¥ Frene 30184: 55 bytes m
Section muster: 1
Interdace ié: 8 (@P14-4

264 tits), 58 bytes ceptured (464 bits) on interface OM-5.2, id §

ial Tine: ay 18, 2834 20:41:54.0T9S500 FLE Daplight Tise
WTC Arvival Tise: Moy 15, 2604 17:41:54 7S495088 UTC

Epech Arvival Time: ITISESALIS, 145500
[Tise shift foc this packet: 8. BROBGRD
red frase: §BBETL sexonds]
2ped Frome: 19909000 seconds
frase: 412 THSET000 seconds]

ele:btcommcn taesh]
iffer for Blustooth LE

: 3, Packet counter: T
Length of pactet: 18

eder: B2 (POU Type: 4DV MOMCWN 1D, Tuddé: Rand]
35 :5%)

TransportAOl: TeSfadtlcabishetstas
RetdIC: EddaRBOIEaTID

¥ Lover Transpart FOU
D nseguested Access Pessage (6]

¥ Upper Transport Access PO

rypted Access Payloed: Stabsticabds
TrandiIC: bS8

~ access A
Becrypted Access

~ Fodel Layer
Upeode: Generdc NDFF Set Unacknouledeed (EuE28D)
o GfF (8)

LRl




PUBLISH AND SUBSCRIBE

Publishing
» Devices may send messages to addresses
(group), all the other devices that subscribed to 1 2 3 4

that address will receive a copy of it, process it
and react in some way. ' ! ﬂ !

Publish

Subscribing
= Devices can be configured to receive messages \
which were sent to addresses (group) by other Kitchen ~ DiningRoom  Hallway Bedroom Garden

device. A |
@v@@@é@@v
1 2 3 6 8 9




BLE MESH ARCHITECTURE

model layer

foundation model layer

access layer

upper transport layer
lower transport layer
network layer

bearer layer

Bluetooth Low Energy Core Specification

Defines models and thus functionality.

Defines states, messages, and models required to
configure and manage a mesh network.

Defines format of application data and how higher layer
applications used the upper transport layer.

Encrypts, decrypts, and authenticates application data.

Defines how upper layer transport layer messages are
segmented and reassembled into multiple lower transport PDUs.

Defines how transport layer messages are addressed
towards one or more elements.

Defines how network messages are transported between nodes.

Bluetooth Low Energy




BLE MESH NETWORK DATA FLOW

Model
publish

Publishing
parameters

Transport encryption
Transport segmentation

Network
encryption

Source

Application

Transport

Network

BLE
controller

Relay Destination

Application

Access

Transport

Network Network

BLE BLE
controller

1
,  Network |

Application

controller

BLE advertising/scanning

Network
decryption

message
cache

| and relaying |

Network
encryption

BLE advertising/scanning

Model
reception

Publishing
checks

Transport reassembly
Transport decryption

Network
decryption




generics

- generic onoff client
- generic ono y
- generic level

- generic level server

- generic default transition time clie sSensors
- generic default transiti i
- generic power on - sansor clisnt
- generic power ff server * SENSOr server
- generic power onoff setup server - sensor setup server
h I. ° ° I - generic power level client

- generic power level server

The a PR ications are mp emented as a e Pevrer vl oot arver
- generic battery client

set of mesh models. The Bluetooth SIG + generic battery server
- generic location client

. . - generic location server

defines some generic and reusable _ generi location setup server
- generic adm erty server
- generic manufacturer property server

models in the Bluetooth Mesh model  Gonrc o ropartyLrver
. QH‘HET!L‘-H min [lJr‘..:‘ IZIHT servar

specification, but vendors are free to il

define their own models.

time and scenes

+ time client
- time server
+ time setup sarver
ne cliant
ne server :
ne setup sarver - light CTL setup server
eduler client - light HSL client
- eduler server .
- scheduler setup server

- b3 tup server
- light LC client
- light LC sarver
- light LC setup server




EXPERIMENT SETUP

Scenario 1

System contains 3 roles: @ @ @ @

B: broadcaster

R: Relay Scenario 2 Scenario 3
L: Listener O Q m
. L
* Broadcaster initiate a sequence of messages to all @)
nodes. @
* Relays receives and calculate PLR (Packet Lose Ratio) @ @ 4

and forward them to adjacent nodes.
* Listeners will record these messages and calculate PLR !

also. @

==



SCENARIOS TESTS

Links between the nodes will be 15 and 30 meters.

= Scenario 1:

The broadcaster will send 60, 120, and 600 messages over a 60-
second period. Each node will record the Packet Loss Ratio (PLR).

= Scenario 2:

Two relay nodes will be positioned centrally to facilitate message
forwarding to the listeners.

= Scenario 3:

One listener will receive messages through a single hop, while
another listener will receive messages through two hops.

Scenari/o 1\ _ )
\
¢ © @

Scenario 2 Scenario 3

|/’;\' \/[\1
4 v

¢



PLR CALCULATION

gen_onoff_set_unack( bt _mesh_model *model, PLR(uintl6_t seq_num) [{
bt_mesh_msg_ctx *ctx,

net_buf_simple *buf) uintlé t last_seq num = 8;

uint16_t first seq_seq = 8;
is_first_packet = g

uintl6é t total_missed packets = @;

({buf->1len
- uintl6 t total_received_packets = 8;

A)

<
printk("Buffer too short\n");

recurn - 4

if (is_first_packet) {

L.i'T__S t wval = net_buf_ simple pull ulB(buf); B
- - - — - first_seq_seq = seq_num;

uintls_t seq = net_buf_simple_pull lel&(buf};

last = 2
uintg2 t tid = net_buf_simple_pull u8(buf); EOEOEL I = SE

is_first_packet = g
total_received packets++;

} else {

int32_t trans = @;
int32_t delay = @;
printk({"Receiving F: id: rc: N ]:%u \n™, wal, tid, ctx-»addr ,seq); if (seq_num > last_seq_num
PLR(seq); total_missed_packets += (seq_num - last_seq num - 1);
last_seq_num = Seq_num;
total_received packets++;
else if (seq_num == last_seq num

printf({"Duplicat re red, seq_num: ¥u\n", seq_num);
{buf->1len) { else
trans model_time decode(net_buf_simple pull u8(buf));
delay = net_buf_simple_pull ug(buf) * 5;

_t total packets_considered = total received_packets + total missed_packets;
(tid == onoff.tid && ctx-»addr == onoff.src) { ir 2 = (total_missed_packets * 18@0@) / total_packets_considered;

printk(“First received packet: Xu\n", first seq seq);

printk(“Total missed packets: Zu\n", total missed_packets);

printk(“Total received packets: Xu\n", total_received_packets);
printk(“Received seq_num %u, PLR: Xu.X%82u¥¥\n", seq _num, plr / 168, plr % 16@);
prinmtk(™. ..o

return 8;

{(val == onoff.val

return 8;
return 8;




R ES U LTS Distance  payload  PLRIL

~15m 60 1.44% 0% 0% 0% =-§0dBm

120 0.83% 0% 0% 0% ~-52dBm

600 0.17% 0.34% 0.52% 0.0% ~-53dBm
Scenariol:
~30m 60 16.3% 17 3.27% 3.17% ~-G8dBm
.At ~15 mEters: 120 26% 4.68% 0% 0% ~-B1dBm
* Packet Loss Ratio (PLR) was minimal across all message - T T T e
sizes (60, 120, 600), with nearly zero loss at the relay ' | | | e
nodes and minor loss at the listener.
* Received Signal Strength Indicator (RSSI) ranged from - PLR/L1 i
60dBm to -53dBm, indicating strong signal strength. 20% 19.00%
18%
*At ~30 meters: o
. . . . x 0
* PLR increased notably, especially with higher message — 12%
counts (120, 600), showing increased loss primarily at = 10%
the listener. = o
* RSSI decreased to as low as -81dBm, suggesting weaker 4% 0.81°
signals at greater distances. gz; 0-00%
0 10 20 30 40

Distance in meters between adjacent nodes



RESULTS

Scenario?2:

*At 15 meters:

Very low to zero PLR across all nodes and
message sizes, with excellent RSSI values
around -51dBm to -54dBm.

*At 30 meters:

PLR varied, with higher message sizes showing
increased loss, particularly notable in messages
directed to listeners.

RSSI showed some decrease but remained
relatively strong, suggesting that the double
relay setup helps maintain signal integrity over
greater distances.

—PLR/L1 ——PLR/L2

PLR/R1

0% ~-51dBm
39%  ~57dBm
0.16%  ~-54dBm

0% ~-57dBm
0% ~-60dBm
0.49%  ~64dBm

3.37%

30 40

Distance in meters between adjacent nodes



RESULTS

Scenario 3:

*At 15 meters:

* Higher PLR for the listener requiring more hops (L1),
especially as message size increased, indicating that
additional hops can lead to increased packet loss.

* RSSI was slightly lower but still within a good range,
averaging around -57dBm to -63dBm.

*At 30 meters:

* Significant PLR increase for both listeners as message
size increased, particularly for L2.

* RSSI values showed more substantial drops,
highlighting challenges with signal strength at longer
distances and multiple hops.

Distance
15m

30m

PLR %

3.5

2.5

1.5

0.5

-0.5

payload PLR/L1  PLR/L2 PLR/R2 PLR/R1

60
120
600

60
120
600

4.54 0 0 0
2,15 0 0 0
2.43 0 0 0

0 0 3.27 0
0.78 0 0.78 0
3.18 5.20 5.03 0.50

3.04
1.7
1.32
0

10 20 30

Distance between adjacent nodes

—PLR/L1 ——PLR/L2

RSSI
~-63dBm
~-57dBm
~-58dBm

~-58dBm
~-55dBm
~-63dBm

40
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